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(vi); adding a new paragraph (b)(2)(iii); redes-
ignating paragraphs (g)(3)(i) through (iii) as
(2)(3)(1)(A) through (C) and redesignate para-
graph (2)(3) as (g)(3)(i); and by adding a new
paragraph (g)3)(ii). For the convenience of
the user, the added and revised text is set
forth as follows:

§164.502 Uses and disclosures of protected
health information: general rules.

(a) Standard. * * *

(1) Permitted uses and disclosures. * * *

(ii) For treatment, payment, or health care
operations, as permitted by and in compli-
ance with §164.506;

(iii) Incident to a use or disclosure other-
wise permitted or required by this subpart,
provided that the covered entity has com-
plied with the applicable requirements of
§164.502(b), §164.514(d), and §164.530(c) with
respect to such otherwise permitted or re-
quired use or disclosure;

* * * * *

(vi) As permitted by and in compliance
with this section, §164.512, or §164.514(e), (f),
or (g).

* * * * *

(b) Standard: Minimum necessary. * * *

(2) Minimum necessary does not apply. * * *

(ii) Uses or disclosures made to the indi-
vidual, as permitted under paragraph (a)(1)(d)
of this section or as required by paragraph
(a)(2)(i) of this section;

(iii) Uses or disclosures made pursuant to
an authorization under §164.508;

* * * * *

(2)(1) Standard: Personal representatives.
%* % %

3) Implementation
unemancipated minors. * * *

(i) * * *

(ii) Notwithstanding the provisions of
paragraph (g)(3)(i) of this section:

(A) If, and to the extent, permitted or re-
quired by an applicable provision of State or
other law, including applicable case law, a
covered entity may disclose, or provide ac-
cess in accordance with §164.524 to, protected
health information about an unemancipated
minor to a parent, guardian, or other person
acting in loco parentis;

(B) If, and to the extent, prohibited by an
applicable provision of State or other law,
including applicable case law, a covered enti-
ty may not disclose, or provide access in ac-
cordance with §164.524 to, protected health
information about an unemancipated minor
to a parent, guardian, or other person acting
in loco parentis; and

(C) Where the parent, guardian, or other
person acting in loco parentis, is not the per-

specification:
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sonal representative under paragraphs
(2)(3)({1)(A), (B), or (C) of this section and
where there is no applicable access provision
under State or other law, including case law,
a covered entity may provide or deny access
under §164.524 to a parent, guardian, or other
person acting in loco parentis, if such action
is consistent with State or other applicable
law, provided that such decision must be
made by a licensed health care professional,
in the exercise of professional judgment.

* * * * *

§164.504 Uses and disclosures: Organi-
zational requirements.

(a) Definitions. As used in this sec-
tion:

Common control exists if an entity has
the power, directly or indirectly, sig-
nificantly to influence or direct the ac-
tions or policies of another entity.

Common ownership exists if an entity
or entities possess an ownership or eq-
uity interest of 5 percent or more in
another entity.

Health care component has the fol-
lowing meaning:

(1) Components of a covered entity
that perform covered functions are
part of the health care component.

(2) Another component of the covered
entity is part of the entity’s health
care component to the extent that:

(i) It performs, with respect to a com-
ponent that performs covered func-
tions, activities that would make such
other component a business associate
of the component that performs cov-
ered functions if the two components
were separate legal entities; and

(ii) The activities involve the use or
disclosure of protected health informa-
tion that such other component creates
or receives from or on behalf of the
component that performs covered func-
tions.

Hybrid entity means a single legal en-
tity that is a covered entity and whose
covered functions are not its primary
functions.

Plan administration functions means
administration functions performed by
the plan sponsor of a group health plan
on behalf of the group health plan and
excludes functions performed by the
plan sponsor in connection with any
other benefit or benefit plan of the plan
sponsor.
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Summary health information means in-
formation, that may be individually
identifiable health information, and:

(1) That summarizes the claims his-
tory, claims expenses, or type of claims
experienced by individuals for whom a
plan sponsor has provided health bene-
fits under a group health plan; and

(2) From which the information de-
scribed at §164.514(b)(2)(i) has been de-
leted, except that the geographic infor-
mation described in §164.514(b)(2)(1)(B)
need only be aggregated to the level of
a five digit zip code.

(b) Standard: Health care component. If
a covered entity is a hybrid entity, the
requirements of this subpart, other
than the requirements of this section,
apply only to the health care compo-
nent(s) of the entity, as specified in
this section.

(c)(1) Implementation specification: Ap-
plication of other provisions. In applying
a provision of this subpart, other than
this section, to a hybrid entity:

(i) A reference in such provision to a
“‘covered entity’”’ refers to a health
care component of the covered entity;

(ii) A reference in such provision to a
‘“‘health plan,” ‘‘covered health care
provider,” or ‘‘health care clearing-
house’ refers to a health care compo-
nent of the covered entity if such
health care component performs the
functions of a health plan, covered
health care provider, or health care
clearinghouse, as applicable; and

(iii) A reference in such provision to
“protected health information” refers
to protected health information that is
created or received by or on behalf of
the health care component of the cov-
ered entity.

(2) Implementation specifications: Safe-
guard requirements. The covered entity
that is a hybrid entity must ensure
that a health care component of the
entity complies with the applicable re-
quirements of this subpart. In par-
ticular, and without limiting this re-
quirement, such covered entity must
ensure that:

(1) Its health care component does
not disclose protected health informa-
tion to another component of the cov-
ered entity in circumstances in which
this subpart would prohibit such dis-
closure if the health care component
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and the other component were separate
and distinct legal entities;

(ii) A component that is described by
paragraph (2)(i) of the definition of
health care component in this section
does not use or disclose protected
health information that is within para-
graph (2)(ii) of such definition for pur-
poses of its activities other than those
described by paragraph (2)(i) of such
definition in a way prohibited by this
subpart; and

(iii) If a person performs duties for
both the health care component in the
capacity of a member of the workforce
of such component and for another
component of the entity in the same
capacity with respect to that compo-
nent, such workforce member must not
use or disclose protected health infor-
mation created or received in the
course of or incident to the member’s
work for the health care component in
a way prohibited by this subpart.

(3) Implementation specifications: Re-
sponsibilities of the covered entity. A cov-
ered entity that is a hybrid entity has
the following responsibilities:

(i) For purposes of subpart C of part
160 of this subchapter, pertaining to
compliance and enforcement, the cov-
ered entity has the responsibility to
comply with this subpart.

(ii) The covered entity has the re-
sponsibility for complying with
§164.530(i), pertaining to the implemen-
tation of policies and procedures to en-
sure compliance with this subpart, in-
cluding the safeguard requirements in
paragraph (c¢)(2) of this section.

(iii) The covered entity is responsible
for designating the components that
are part of one or more health care
components of the covered entity and
documenting the designation as re-
quired by §164.530(j).

(A)A) Standard: Affiliated covered enti-
ties. Legally separate covered entities
that are affiliated may designate them-
selves as a single covered entity for
purposes of this subpart.

(2) Implementation specifications: Re-
quirements for designation of an affiliated
covered entity. (i) Legally separate cov-
ered entities may designate themselves
(including any health care component
of such covered entity) as a single af-
filiated covered entity, for purposes of
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this subpart, if all of the covered enti-
ties designated are under common own-
ership or control.

(ii) The designation of an affiliated
covered entity must be documented
and the documentation maintained as
required by §164.530(j).

(3) Implementation specifications: Safe-
guard requirements. An affiliated cov-
ered entity must ensure that:

(i) The affiliated covered entity’s use
and disclosure of protected health in-
formation comply with the applicable
requirements of this subpart; and

(ii) If the affiliated covered entity
combines the functions of a health
plan, health care provider, or health
care clearinghouse, the affiliated cov-
ered entity complies with paragraph (g)
of this section.

(e)(1) Standard: Business associate con-
tracts. (i) The contract or other ar-
rangement between the covered entity
and the business associate required by
§164.502(e)(2) must meet the require-
ments of paragraph (e)(2) or (e)(3) of
this section, as applicable.

(ii) A covered entity is not in compli-
ance with the standards in §164.502(e)
and paragraph (e) of this section, if the
covered entity knew of a pattern of ac-
tivity or practice of the business asso-
ciate that constituted a material
breach or violation of the business as-
sociate’s obligation under the contract
or other arrangement, unless the cov-
ered entity took reasonable steps to
cure the breach or end the violation, as
applicable, and, if such steps were un-
successful:

(A) Terminated the contract or ar-
rangement, if feasible; or

(B) If termination is not feasible, re-
ported the problem to the Secretary.

(2) Implementation specifications: Busi-
ness associate contracts. A contract be-
tween the covered entity and a busi-
ness associate must:

(i) Establish the permitted and re-
quired uses and disclosures of such in-
formation by the business associate.
The contract may not authorize the
business associate to use or further dis-
close the information in a manner that
would violate the requirements of this
subpart, if done by the covered entity,
except that:

(A) The contract may permit the
business associate to use and disclose

45 CFR Subtitle A (10-1-02 Edition)

protected health information for the
proper management and administra-
tion of the business associate, as pro-
vided in paragraph (e)(4) of this sec-
tion; and

(B) The contract may permit the
business associate to provide data ag-
gregation services relating to the
health care operations of the covered
entity.

(i) Provide that the business asso-
ciate will:

(A) Not use or further disclose the in-
formation other than as permitted or
required by the contract or as required
by law;

(B) Use appropriate safeguards to
prevent use or disclosure of the infor-
mation other than as provided for by
its contract;

(C) Report to the covered entity any
use or disclosure of the information
not provided for by its contract of
which it becomes aware;

(D) Ensure that any agents, including
a subcontractor, to whom it provides
protected health information received
from, or created or received by the
business associate on behalf of, the
covered entity agrees to the same re-
strictions and conditions that apply to
the business associate with respect to
such information;

(E) Make available protected health
information in accordance with
§164.524;

(F) Make available protected health
information for amendment and incor-
porate any amendments to protected
health information in accordance with
§164.526;

(G) Make available the information
required to provide an accounting of
disclosures in accordance with §164.528;

(H) Make its internal practices,
books, and records relating to the use
and disclosure of protected health in-
formation received from, or created or
received by the business associate on
behalf of, the covered entity available
to the Secretary for purposes of deter-
mining the covered entity’s compliance
with this subpart; and

(I) At termination of the contract, if
feasible, return or destroy all protected
health information received from, or
created or received by the business as-
sociate on behalf of, the covered entity
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that the business associate still main-
tains in any form and retain no copies
of such information or, if such return
or destruction is not feasible, extend
the protections of the contract to the
information and limit further uses and
disclosures to those purposes that
make the return or destruction of the
information infeasible.

(iii) Authorize termination of the
contract by the covered entity, if the
covered entity determines that the
business associate has violated a mate-
rial term of the contract.

(3) Implementation specifications: Other
arrangements. (i) If a covered entity and
its business associate are both govern-
mental entities:

(A) The covered entity may comply
with paragraph (e) of this section by
entering into a memorandum of under-
standing with the business associate
that contains terms that accomplish
the objectives of paragraph (e)(2) of
this section.

(B) The covered entity may comply
with paragraph (e) of this section, if
other law (including regulations adopt-
ed by the covered entity or its business
associate) contains requirements appli-
cable to the business associate that ac-
complish the objectives of paragraph
(e)(2) of this section.

(ii) If a business associate is required
by law to perform a function or activ-
ity on behalf of a covered entity or to
provide a service described in the defi-
nition of business associate in §160.103 of
this subchapter to a covered entity,
such covered entity may disclose pro-
tected health information to the busi-
ness associate to the extent necessary
to comply with the legal mandate
without meeting the requirements of
this paragraph (e), provided that the
covered entity attempts in good faith
to obtain satisfactory assurances as re-
quired by paragraph (e)(3)(i) of this sec-
tion, and, if such attempt fails, docu-
ments the attempt and the reasons
that such assurances cannot be ob-
tained.

(iii) The covered entity may omit
from its other arrangements the termi-
nation authorization required by para-
graph (e)(2)(iii) of this section, if such
authorization is inconsistent with the
statutory obligations of the covered
entity or its business associate.
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(4) Implementation specifications: Other
requirements for contracts and other ar-
rangements. (i) The contract or other
arrangement between the covered enti-
ty and the business associate may per-
mit the business associate to use the
information received by the business
associate in its capacity as a business
associate to the covered entity, if nec-
essary:

(A) For the proper management and
administration of the business asso-
ciate; or

(B) To carry out the legal respon-
sibilities of the business associate.

(ii) The contract or other arrange-
ment between the covered entity and
the business associate may permit the
business associate to disclose the infor-
mation received by the business asso-
ciate in its capacity as a business asso-
ciate for the purposes described in
paragraph (e)(4)(i) of this section, if:

(A) The disclosure is required by law;
or

(B)(I) The business associate obtains
reasonable assurances from the person
to whom the information is disclosed
that it will be held confidentially and
used or further disclosed only as re-
quired by law or for the purpose for
which it was disclosed to the person;
and

(2) The person notifies the business
associate of any instances of which it
is aware in which the confidentiality of
the information has been breached.

(£)(1) Standard: Requirements for group
health plans. (i) Except as provided
under paragraph (f)(1)(ii) of this section
or as otherwise authorized under
§164.508, a group health plan, in order
to disclose protected health informa-
tion to the plan sponsor or to provide
for or permit the disclosure of pro-
tected health information to the plan
sponsor by a health insurance issuer or
HMO with respect to the group health
plan, must ensure that the plan docu-
ments restrict uses and discloses of
such information by the plan sponsor
consistent with the requirements of
this subpart.

(ii) The group health plan, or a
health insurance issuer or HMO with
respect to the group health plan, may
disclose summary health information
to the plan sponsor, if the plan sponsor

697



§164.504

requests the summary health informa-
tion for the purpose of :

(A) Obtaining premium bids from
health plans for providing health insur-
ance coverage under the group health
plan; or

(B) Modifying, amending, or termi-
nating the group health plan.

(2) Implementation specifications: Re-
quirements for plan documents. The plan
documents of the group health plan
must be amended to incorporate provi-
sions to:

(i) Establish the permitted and re-
quired uses and disclosures of such in-
formation by the plan sponsor, pro-
vided that such permitted and required
uses and disclosures may not be incon-
sistent with this subpart.

(ii) Provide that the group health
plan will disclose protected health in-
formation to the plan sponsor only
upon receipt of a certification by the
plan sponsor that the plan documents
have been amended to incorporate the
following provisions and that the plan
sponsor agrees to:

(A) Not use or further disclose the in-
formation other than as permitted or
required by the plan documents or as
required by law;

(B) Ensure that any agents, including
a subcontractor, to whom it provides
protected health information received
from the group health plan agree to the
same restrictions and conditions that
apply to the plan sponsor with respect
to such information;

(C) Not use or disclose the informa-
tion for employment-related actions
and decisions or in connection with
any other benefit or employee benefit
plan of the plan sponsor;

(D) Report to the group health plan
any use or disclosure of the informa-
tion that is inconsistent with the uses
or disclosures provided for of which it
becomes aware;

(E) Make available protected health
information in accordance with
§164.524;

(F) Make available protected health
information for amendment and incor-
porate any amendments to protected
health information in accordance with
§164.526;

(G) Make available the information
required to provide an accounting of
disclosures in accordance with §164.528;
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(H) Make its internal practices,
books, and records relating to the use
and disclosure of protected health in-
formation received from the group
health plan available to the Secretary
for purposes of determining compliance
by the group health plan with this sub-
part;

(I) If feasible, return or destroy all
protected health information received
from the group health plan that the
sponsor still maintains in any form and
retain no copies of such information
when no longer needed for the purpose
for which disclosure was made, except
that, if such return or destruction is
not feasible, limit further uses and dis-
closures to those purposes that make
the return or destruction of the infor-
mation infeasible; and

(J) Ensure that the adequate separa-
tion required in paragraph (f)(2)(iii) of
this section is established.

(iii) Provide for adequate separation
between the group health plan and the
plan sponsor. The plan documents
must:

(A) Describe those employees or
classes of employees or other persons
under the control of the plan sponsor
to be given access to the protected
health information to be disclosed, pro-
vided that any employee or person who
receives protected health information
relating to payment under, health care
operations of, or other matters per-
taining to the group health plan in the
ordinary course of business must be in-
cluded in such description;

(B) Restrict the access to and use by
such employees and other persons de-
scribed in paragraph (£)(2)(iii)(A) of this
section to the plan administration
functions that the plan sponsor per-
forms for the group health plan; and

(C) Provide an effective mechanism
for resolving any issues of noncompli-
ance by persons described in paragraph
(£)(2)(1ii)(A) of this section with the
plan document provisions required by
this paragraph.

(3) Implementation specifications: Uses
and disclosures. A group health plan
may:

(i) Disclose protected health informa-
tion to a plan sponsor to carry out plan
administration functions that the plan
sponsor performs only consistent with
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the provisions of paragraph (f)(2) of
this section;

(ii) Not permit a health insurance
issuer or HMO with respect to the
group health plan to disclose protected
health information to the plan sponsor
except as permitted by this paragraph;

(iii) Not disclose and may not permit
a health insurance issuer or HMO to
disclose protected health information
to a plan sponsor as otherwise per-
mitted by this paragraph unless a
statement required by
§164.520(b)(1)(iii)(C) is included in the
appropriate notice; and (iv) Not dis-
close protected health information to
the plan sponsor for the purpose of em-
ployment-related actions or decisions
or in connection with any other benefit
or employee benefit plan of the plan
sponsor.

(g) Standard: Requirements for a cov-
ered entity with multiple covered func-
tions. (1) A covered entity that per-
forms multiple covered functions that
would make the entity any combina-
tion of a health plan, a covered health
care provider, and a health care clear-
inghouse, must comply with the stand-
ards, requirements, and implementa-
tion specifications of this subpart, as
applicable to the health plan, health
care provider, or health care clearing-
house covered functions performed.

(2) A covered entity that performs
multiple covered functions may use or
disclose the protected health informa-
tion of individuals who receive the cov-
ered entity’s health plan or health care
provider services, but not both, only
for purposes related to the appropriate
function being performed.

EFFECTIVE DATE NOTE: At 67 FR 53267, Aug.
14, 2002, §164.504 was amended in paragraph
(a), by revising the definitions of ‘health
care component’ and ‘‘hybrid entity’’; revis-
ing paragraphs (c)(1)(ii), (¢)(2)(ii), (¢)(3)(iii),
(£)(1)(d), and adding paragraph (f)(1)({ii), ef-
fective Oct. 15, 2002. For the convenience of
the user, the revised and added text is set
forth as follows:

§164.504 Uses and disclosures:
tional requirements.

(a) Definitions. * * *

Health care component means a component
or combination of components of a hybrid
entity designated by the hybrid entity in ac-
cordance with paragraph (c)(3)(iii) of this
section.

Hybrid entity means a single legal entity:

Organiza-

§164.504

(1) That is a covered entity;

(2) Whose business activities include both
covered and non-covered functions; and

(3) That designates health care components
in accordance with paragraph (c)(3)(iii) of
this section.

* * * * *

(c)(1) Implementation specification: Applica-
tion of other provisions. * * *

(ii) A reference in such provision to a
‘“health plan,” ‘covered health care pro-
vider,” or ‘“‘health care clearinghouse’ refers
to a health care component of the covered
entity if such health care component per-
forms the functions of a health plan, health
care provider, or health care clearinghouse,
as applicable; and

* * * * *

(2) Implementation specifications: Safeguard
requirements. * * *

(ii) A component that is described by para-
graph (c¢)(3)(iii)(B) of this section does not
use or disclose protected health information
that it creates or receives from or on behalf
of the health care component in a way pro-
hibited by this subpart; and

* * * * *

(3) Implementation specifications: Responsibil-
ities of the covered entity. * * *

(iii) The covered entity is responsible for
designating the components that are part of
one or more health care components of the
covered entity and documenting the designa-
tion as required by §164.530(j), provided that,
if the covered entity designates a health care
component or components, it must include
any component that would meet the defini-
tion of covered entity if it were a separate
legal entity. Health care component(s) also
may include a component only to the extent
that it performs:

(A) Covered functions; or

(B) Activities that would make such com-
ponent a business associate of a component
that performs covered functions if the two
components were separate legal entities.

* * * * *

()(1) Standard: Requirements for group
health plans. (i) Except as provided under
paragraph (f)(1)(ii) or (iii) of this section or
as otherwise authorized under §164.508, a
group health plan, in order to disclose pro-
tected health information to the plan spon-
sor or to provide for or permit the disclosure
of protected health information to the plan
sponsor by a health insurance issuer or HMO
with respect to the group health plan, must
ensure that the plan documents restrict uses
and disclosures of such information by the
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plan sponsor consistent with the require-
ments of this subpart.

* * * * *

(iii) The group health plan, or a health in-
surance issuer or HMO with respect to the
group health plan, may disclose to the plan
sponsor information on whether the indi-
vidual is participating in the group health
plan, or is enrolled in or has disenrolled from
a health insurance issuer or HMO offered by
the plan.

* * * * *

§164.506 Consent for uses or disclo-
sures to carry out treatment, pay-
ment, or health care operations.

(a) Standard: Consent requirement. (1)
Except as provided in paragraph (a)(2)
or (a)(3) of this section, a covered
health care provider must obtain the
individual’s consent, in accordance
with this section, prior to using or dis-
closing protected health information to
carry out treatment, payment, or
health care operations.

(2) A covered health care provider
may, without consent, use or disclose
protected health information to carry
out treatment, payment, or health care
operations, if:

(i) The covered health care provider
has an indirect treatment relationship
with the individual; or

(ii) The covered health care provider
created or received the protected
health information in the course of
providing health care to an individual
who is an inmate.

(3)(1) A covered health care provider
may, without prior consent, use or dis-
close protected health information cre-
ated or received under paragraph
(a)(3)(1)(A)-(C) of this section to carry
out treatment, payment, or health care
operations:

(A) In emergency treatment situa-
tions, if the covered health care pro-
vider attempts to obtain such consent
as soon as reasonably practicable after
the delivery of such treatment;

(B) If the covered health care pro-
vider is required by law to treat the in-
dividual, and the covered health care
provider attempts to obtain such con-
sent but is unable to obtain such con-
sent; or

(C) If a covered health care provider
attempts to obtain such consent from
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the individual but is unable to obtain
such consent due to substantial bar-
riers to communicating with the indi-
vidual, and the covered health care
provider determines, in the exercise of
professional judgment, that the indi-
vidual’s consent to receive treatment
is clearly inferred from the cir-
cumstances.

(ii) A covered health care provider
that fails to obtain such consent in ac-
cordance with paragraph (a)3)(i) of
this section must document its at-
tempt to obtain consent and the reason
why consent was not obtained.

(4) If a covered entity is not required
to obtain consent by paragraph (a)(1) of
this section, it may obtain an individ-
ual’s consent for the covered entity’s
own use or disclosure of protected
health information to carry out treat-
ment, payment, or health care oper-
ations, provided that such consent
meets the requirements of this section.

(5) Except as provided in paragraph
(£)(1) of this section, a consent obtained
by a covered entity under this section
is not effective to permit another cov-
ered entity to use or disclose protected
health information.

(b) Implementation specifications: Gen-
eral requirements. (1) A covered health
care provider may condition treatment
on the provision by the individual of a
consent under this section.

(2) A health plan may condition en-
rollment in the health plan on the pro-
vision by the individual of a consent
under this section sought in conjunc-
tion with such enrollment.

(3) A consent under this section may
not be combined in a single document
with the notice required by §164.520.

(4)(i) A consent for use or disclosure
may be combined with other types of
written legal permission from the indi-
vidual (e.g., an informed consent for
treatment or a consent to assignment
of benefits), if the consent under this
section:

(A) Is visually and organizationally
separate from such other written legal
permission; and

(B) Is separately signed by the indi-
vidual and dated.

(ii) A consent for use or disclosure
may be combined with a research au-
thorization under §164.508(f).
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